MpunoxeHne 2 k 06a3aTenbHOM MHOPMaUMK Ansa pasMeLLeHmsa Ha canTe

MHO®OPMALIMOHHASA NMAMATKA ANA OBYYAIOLWUNXCA
AansA PASMELLEHUA HA OPULIMATIbHBIX
MHTEPHET-PECYPCAX

C KaxgblM roqoM MOSIOAEXN B MHTEPHETE CTAaHOBUTLCA DOoMbLUe, a LWKONbHUKA OOHU
N3 caMblX aKTUBHbIX rnonb3oBatenen PyHeTta. Mexay TeM, NOMMMO OrpOMHOrO Konmn4yecTsa
BO3MOXHOCTEW, WHTEPHET HeceT M npobnembl. OTa namsTka OOSMKHa MNOMoYb Tebe
©e3onacHO HaxoauUTbCA B CETW.

KomMnbloTepHble BUpPYChI

KoMnbloTEpPHLIN ~ BUPYC - 3TO  PasHOBUMAHOCTb  KOMIMbIOTEPHLIX  MpOrpamm,
OTNNYNTENBHOM OCOBEHHOCTLIO KOTOPOM SBMSIETCA CMNOCOOHOCTb K pas3MHOXeHuto. B
AOMNOMHEHME K 3TOMY, BMPYCbl MOTYT NOBPEAUTb UIM NOMHOCTBI0 YHUYTOXUTL BCE (harnbl U
AaHHble, MOAKOHTPOSbHbIE MONb3oBaTento, OT WMEHM KOTOporo Obinia  3anyleHa
3apaxéHHas nporpaMmma, a TakkKe MNOBpeAuTb WM AaXe YHUYTOXUTb OnepauvuoHHYHo
cucTemMy co Bcemu damnamu B uenom. B GonbLUMHCTBE CrydaeB pacrnpOCTPaHSOTCS
BMPYCbl Yepes3 NHTEPHET.

MeToab! 3almTbl OT BPE4OHOCHbIX MPOorpamMm:

1. icnonb3yn coBpeMeHHble onepaunoHHbIE CUCTEMbI, UMEKOLLNE CEPLESHbIN
YPOBEHb 3aLnTbl OT BPEOOHOCHbIX NPOrpamm;

2. [MOCTOAAHHO yCTaHaBnNuBam NoYTU (LUMPOBbLIE 3annaTku, KOTOpble aBTOMAaTUYECKU
yCTaHaBnMBalwTCA C Uuenblo aopaboTkm nporpammbl) U gpyrue OBGHOBMEHUS CBOEW
onepaumoHHon cuctembl. CkaumBam nx ToNbKO ¢ odomumansHoro camta paspabotymka OC.
Ecnu cywecTByeT pexum aBTomaTnyeckoro o6HOBMNEHMS, BKNOYM €r0;

3. PabGotam Ha CcBOEM KOMMNbIOTEPE NOA4 NpaBaMu MOMb3oBaTens, a He
agMuHucTpatopa. OTO He no3BonNUT  GOMbLUMHCTBY  BPEAOHOCHBIX  MpOrpamm
WHcTannupoBaTbCca Ha TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

4. icnonb3yn aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbl U3BECTHbLIX NPOU3BOAUTESNEN,
C aBTOMaTMyeckum obHoBneHnem 6as;

5. OrpaHnyunTb m3nYEeCKNin JOCTYN K KOMMLIOTEPY ANS NOCTOPOHHUX NNLL;

6. icnonb3yn BHELLHWE HOCUTENW MHPOpMaLMK, Takue Kak pneLuka, ouck unm gavn
N3 NHTEPHETA, TONMbKO N3 NPOBEPEHHbBIX NCTOYHUKOB;

7. He oTkpbIiBan KOMnNblOTEPHbIE (ansibl, NOMyYeHHblIe U3 HEHAAEXHbIX NCTOYHUKOB.
[axe Te hannbl, KOTOpble NpUcnan TBOW 3HAaKOMbIW. Jlyylle YyTOYHW Yy Hero, oTrnpasBnas nu



OH Tebe ux.
Cetn WI-FI

Wi-Fi - 310 He BnAg nepenayn gaHHbIX, HE TEXHOSOIMS, a BCEro nuwb 6peHa, mapka.
Ewe B 1991 rogy HMaepnaHackas KomnaHus 3apermctpupoBana bpeHa
"WECA", yto o603Ha4ano cnosocoyetaHme "Wireless Fidelity", koTopbin nepeBoguTcs Kak
"GecnpoBoaHas TOMHOCTbL".

[o Hawero BpemeHu powrna gpyras abbpeBuartypa, KOTopas SABMSIETCS TaKOW ke
TexHonornen. Jto abbpesuatypa "Wi-Fi". Takoe HasBaHue ObiNo JaHO C HaMeKOM Ha
CTaHOapT BbICLLEN 3BYKOBOW TexHUKU Hi-Fi, 4To B nepeBoae o3HavaeT "BbiCOKas TOYHOCTL".

[a, 6ecnnaTtHbii MHTEPHET-OOCTYN B Kade, OTensx W asponoptax sBnsieTcs
OT/IMYHON BO3MOXHOCTbID BbIXO4a B WHTEpHeT. Ho MHorme akcnepTbl CYMTAKT, 4TO
obwepnoctynHble Wi-Fi cetn He siBnsatoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepepaBai cBow Nn4Hy0 MHGopMauuio Yyepes obwenoctynHelie Wi-Fi ceTtn.
PaboTtas B HMX, xenaTenbHO He BBOAUTb NApOnn 4OCTyNa, NOrMHbl U Kakmue To HOMepa,;

2. Nicnonb3yi n 06HOBMAW aHTUBUPYCHbIE NporpaMmbl U BpaHamayap. Tem cambiM
Tbl 06e3onacuib cebst OT 3aKkaykm BUpyca Ha TBOE YCTPOWCTBO;

3. lNpu ucnonb3oBaHun Wi-Fi oTknoun dyHkumo "O0wmin goctyn Kk channam u
npuHTepam". [laHHaa PyHKUMS 3aKpbiTa Mo YMONYaHWI, 0OHAKO HEKOTOpbIe Nonb3oBaTenu
aKTMBUPYIOT €€ Ans yaobcTea MCnonb3oBaHus B paboTe unm yyebe;

4. He ncnonbayn nyonuynein WI-FI ana nepegayn nuyHbIX AaHHbIX, HAanpuvep ans
BbIXx04a B coumasribHble CETU UMW B ANIEKTPOHHYIO NOYTY;

5. Ncnonb3yin TonbKo 3alumileHHoe coeanHeHne Yepes HTTPS, a He HTTP, T.e. npu
Habope BebG-agpeca BBoan umeHHo "https://";

6. B wmobunbHom TenedoHe oTkAuM  QyHkumo  "TlogkntoveHne k  Wi-Fi
aBToMaTudeckn". He gonyckan aBTomMaTUYecKoro noaknoveHns ycrpounctsa K cetsam Wi-Fi
©e3 TBoero cornacusi.

CoumansHble cetu

CoumanbHble CeTU aKTMBHO BXOLSAT B HaLLy XW3Hb, MHOIMe noan paboTtaroT U XUBYT
TaMm MOCTOAHHO, a B Facebook yxe 3apernctpmpoBaH munnvapg 4YernoBek, YTo ABNAeTCs
OOQHOM cedbMOM BCeX Xutenen nnaHetbl. MHorve nonb3oBaTenv He MOHUMAKOT, 4YTO
MHoOpMaUusl, pasMeLLEHHAs MMM B COUMArnbHbIX CETSAX, MOXET OblTb HangeHa u
Ncnonb3oBaHa KeM YrogHo, B TOM Yncne He 06a3aTenbHO ¢ BrniaruMm HaMepeHUsMM.

OcHoBHble coBeTbI N0 6e30NacHOCTN B cOLManbHbIX CETAX:
1. OrpaHunydb cnncok apysen. Y 1ebsa B Apy3bsx HE JOIMKHO ObiTb CriyvanHbIX U
He3HaKOMbIX NIOOEN;
2. 3awmiian CcBoK YacTHYHO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty



TBOErO pPOXOEHUA W  APYryl JUYHYK0  UHpopmauuilo.  3NOYMbILNIEHHUKA  MOryT
MCnonb3oBaTh Aaxe MHPOPMaUM0 O TOM, Kak Tbl U TBOM poauTenu NnaHnpyeTe NpoBecTn
KaHWKynbl;

3. 3awmian cBo penyTaumio - AepXu ee B YUCTOTe M 3aaBan cebe Bonpoc: XoTen
Obl Tbl, YTOObI ApYyrMe NonNb3oBaTeNM BUOENN, YTO Thbl 3arpyxaewb? [ogyman, npexae Yyem

YTO-TO onybnunkoBaTb, HAaNUCaTb U 3arpy3unTb;
4. Ecnu Tbl roBOpULLbL C NIOAbMU, KOTOPbIX HE 3Haellb, He UCMNONMb3yn CBOE pearbHoe

UMSI 1 APYTYIO JIMYHYIO0 MHCPOPMALIMKN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl U NpoYee;
5. N3beran pasmewieHna otorpacduin B IHTEpHETE, rae Tbl M306paxkeH Ha
MECTHOCTM, MO KOTOPOM MOXHO ONpeaennTb TBOE MECTOMONOXEHNE;

6. [Mpwn pernctpauum B coumanbHOM CETU HEODXOAMMO UCMNOSb30BaTb CNOXHbIE
naponu, cocroswme n3 6yks 1 undp ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ansa coumnanbHOM CETU, NOYTbI U APYTMX CanToB HEOOXO4M BaTb pasHble Naponu.
Torga ecnu Tebsa BanomatoT, TO 3N0YMbILUNIEHHUKX NOSTyYaT AOCTYN TOMbKO K O4HOMY
MECTY, a He BO BCe cpaay.

OnNEeKTPOHHbIE OEHbIN
ONEeKTPOHHbIE AEHbIN - 3TO OMEeHb YA0OHLIN cNocob nnaTtexen, ogqHako CyLecTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NOMY4YnUTb 3TN OEHbIW.

ONEeKTPOHHbIE AeHbIV NOSIBUNUCb COBCEM HEAABHO U MMEHHO M3-3a 3TOro BO MHOIMMUX
rocygapcTeax 4O CUX NOp He MPOnMcaHo NPOo HUX B 3aKOHAaX.

B Poccun ke OHM PYHKUMOHMPYIOT MOHUX YXXe NPOMMCcCaHO B 3aKOoHe, rae ux
pas3gensitoT Ha HECKONbKO BMAOB - aHOHWMHbIE W HEAHOHUMMHble. PasHuua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTcsa NpoBoanTb onepaumm 6e3 ngeHtudmkaumm
nonb3oBaTens, aB aHOHUMHbIX MAEHTUdUKAUUSA NoNb3oBaTeNs sABNSETCS 00s3aTenbHON.

Takke cnegyeT pasnuyaTtb 3NeKTPOHHbIe oMaTHbIe AeHbIN (paBHbI rocyaap

N 3NEKTPOHHbIE HednaTHbIE AeHbrM (He paBHbl rOCYAaPCTBEHHbLIM
BanoTam).
OcHoBHble coBeTbl No 6e3onacHon paboTe C ANEKTPOHHBbIMU AEeHbraMu:

1. MNpuBsKKM K cHETY MOBUMBHBLIM TenedoH. ATO cambl YOOOHbIN 1 BbICTPLIN cNocob
BOCCT@HOBUTb JOCTYnN K cyeTy. [NpmBa3aHHbI TenedoH MOMOXET, ecnn 3abyaellb CBOW
nnaTeXxHbIn Naponb Unu 3anjellb Ha CanuT C HE3HAKOMOro YCTPONCTBA;

2. Ncnonb3yn ogHopasoBble naponu. [locne nepexoga Ha yCUIEHHYIO aBTOpPM3aLnto
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb KpaXu uUnun nepexasara nnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. lNpectynHukam OyaeT He NpoCTO yragaTb CHOXHbIN
naponb. HagexHble naponu - 9TO Naponu, KOTopble codepxaT He MeHee 8 3HaKkoB W
BKMOYaOT B cebSA CTPOYHbIE U NPOnUCHble BYKBbI, LMIPbI U HECKOMNBKO CUMBOSIOB, Takne



Kak 3Hak gonnapa, yHTa, BocknmuaTenbHbli 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOUTE CBOM NNYHbIE AAHHbLIE HA calTax, KOTOPbIM He JOBEpPSAELLb.
OneKTpoHHas noyTa

ONeKTPOHHasA no4Ta - 3TO TEXHOMNOMMNS U NpegocTaBnAeMble et YCryrn No nepechinike
M NONMYYEHMIO 3MNEKTPOHHbLIX COOBLLEHMI, KOTOpble pacnpenensalTcss B KOMMbIOTEPHOM
cetn. OBbIMHO 9MEKTPOHHbIA MNOYTOBbLIA AWK BbIMAAUMT cregylowmm obpasom: ums
nonb3oBaTend WMA [JoMeHa. Takke Kpome nepedadn MpocToro TeKkcTa, WUMeeTcs
BO3MOXHOCTb nepeaaBaTb (hansibl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHON NOYTOW:

1. Hapo BbibpaTb npaBunbHbIA MOYTOBLIN CEPBUC. B UHTEPHETE €CTb OrPOMHbIN
BbIOOp BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OOHAKO Ny4lle A0BEPATb TEM, KO0 3HaeLlb 1 KTO
nepBbli B PENTUHTE;

2. He ykasbiBaun B IMYHOM NOYTE SIMYHYIO MHAOopMauuio. Hanpumep, nyyiie BbibpaTb
"My3blkanbHbIn paHaT" nnu "pok2013" BmecTo "Temal3d";

3. Vicnonb3yn aByxaTanHyo aBTopuaaumio. JTo Korga noMUMO Napons HyXXHO
BBOAMWTb KO, Npucbinaembii no SMS;

4. Bbibepu cnoxHbln naponb. [nsa Kaxgoro noYTOBOro silMka OOMmMKeH ObiTb CBOWM
HaZEXHbIW, YCTONYMBBIA K B3STOMY Naporib.

5. Ecnn eCcTb BO3MOXHOCTb Hanucatb CaMoMy CBOWM NUYHbLIW BOMPOC, UCNOSb3YN 3Ty
BO3MOXHOCTb;

6. cnonb3ynm HeCKOSNbKO MOYTOBbIX AWMKOB. [lepBbli Afs 4aCcTHOM NEepenucku C
agpecatamMu, KOTOpbIM Tbl JOBepSeLllb. OTO 3MEKTPOHHbIN adpec He Hago UCMonb3oBaThb
npu pernctTpauun Ha oopymax n camrax;

7. He oTkpbiBan dpannbl U Apyrue BroOXeHUs B NMUCbMax, Aaxe ecrnv OHW npuwnm ot
TBOMX Apy3en. Jlyywe yTouYHN y HUX, OTNpaBnanu nn oHn Tebe atn cdannsbi;

8. Nocne okoH4YaHUsA paboTbl HA NOYTOBOM CepBUCE Nepes 3akpbiTnem Bknaaku ¢
canTom He 3abyab HaxaTtb Ha "Bbintn".

KnbepbynnuHr nnu suptyanbHOe N3aeBaTenibCTBO

KnbepbynnuHr - npecnegoBaHue CcoobOLWEHUAMN, Ccoaep)XaWwuMmn ockopbneHus,
arpeccuio, 3anyrmpaHue; XyrnuraHcTBo; coumanbHoe OO0MKOTUPOBaHME C MOMOLLbHO
pasnUYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiics B 6ou. Jlyqywmn cnocob: nocoBeToBaTbCA Kak cebs BECTU 1, eCriv HeT
TOro, K KOMy MOXHO 0B6paTUTbCS, TO BHa4ane ycnokonTbcs. Ecnu Tbl HAa4YHELLb OTBEYaTb
OCKOPOBNeHnAMM Ha oCKOpOBNEHNs, TO TONbKO eLle 6onbLue pasoxokellb KOH(IKKT;

2. YnpaBnawn ceoen kubep penytaumen;
3. AHOHUMHOCTb B ceTM MHMMas. CyLLeCTBYOT CNOCODbI BbIICHUTb, KTO CTOUT 3a



AHOHMMHbIM aKKayHTOM,;
4. He ctouT BeCTM XynuraHckum obpas BupTyanbHOW Xu3HWU. VIHTEpHET dmkcupyet
BCE TBOM AENCTBMSA U COXpaHSeT ux. Yoanutb ux Oyaet kpanHe 3aTpygHUTENBHO;

5. Cobnitogai cBow BUPTYarnbHYH YeCcTb CMOSIOAY;
6. VIrHoprpy eanHnyHbIn Heratne. OgHOpasoBble OCKOpbUTernbHble COOBLLEHNS nyYlle
nrHopuposaTtb. OBbI4HO arpeccus NpekpaLwaeTca Ha HavdanbHOW CTaauy;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBOLLEHUAMU, B
coumanbHbIX CETAX €eCTb BO3MOXHOCTb  ONOKMPOBKM  OTMpPaBKM  COOBLIEHWA C
onpeneneHHbIX agpecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBOM [ENCTBUS: BbICTYMUTb MPOTUB
npecnegosarerns, nokasaTb €My, YTO ero enCTBUA OLEHUBAKOTCA HeraTuBHO, NogaepxaTb
XepTBYy, KOTOPOW HyXXHa MCUXonornyeckas nomollb, COOOWUTL B3pOCMnbIM O hakTe
arpeccuBHOIo NOBEAEHUS B CETU.

Mo6unbHbI TenedoH

CoBpeMeHHble cMapTgOHbI 1 NNaHLWeTbl cogepat B cebe BNonNHe B3pOChbI

dyHKLMOHAnN, n Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLMOHaPHbIMU KOMIMbIO

TecTpoBaHMe N NOUCK YA3BMMOCTEN B HUX NPOUCXOOUT HE TaK MHTEHCUBHO, Kak ansa MK, 1o
Xe camoe KacaeTcsl U MOOUMNbHbBIX NPUITOXEHNNA.

CoBpemMeHHble MOOUNbHble 6pay3epbl yXe MPaKTUYECKM AOrHanM HacToSbHble
aHanoru, ogHako pacwupeHve dyHKUMOHana BnedyeT 3a cobor GonbLUyto CROXHOCTb U
MEHbLUYH 3aLUNLLEHHOCTb.

[aneko He Bce NpoON3BOAMTENM BbIMyCKaloT OOHOBNEHUS, 3aKpbiBaoLLme
KpUTU4eckune ysa3BMMOCTU NS CBOUX YCTPOWUCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCT MObunbHOro TenegoHa:

Hunuyero He gaBnseTcsa no-HactosiweMy GecnnaTtHbiM. byob oCTOpoOXeH, Begb Koraa
Tebe npegnaratoT 6ecnnartHbiA KOHTEHT, B HEM MOryT ObiTb CKPbITbl Kaknme To lMnaTHble
ycnyru;

Ayman, npexage 4em otnpasute SMS, ¢oTo nnm Bnaeo. Tobl TOYHO 3HaeLUb, rae OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONepaunoHHY0 cMCTeMy TBOero cMapTtdoHa; cnonb3yn
aHTMBUPYCHbIE NPorpaMmmbl 419 MOOUbHbBIX TeNedOHOB;

He 3arpyxan npunoxeHnsa oT HEN3BECTHOIO NCTOYHMKA, BEAb OHW MOTYT coaepXaTtb
BPeOOHOCHOE NporpaMMHoe obecneyeHue;

lMocne Toro Kak Tbl Bbl4ELLb C canTa, rae BBOAWUI NIMYHYI0 MHOpMaUuIo, 3anan B
HacTpounkn bpaysepa u yaanu cookies;

lMeprnogunyeckn NpoBepsn, Kakne naTHble YCyrn akTMBMpOBaHbl HA TBOEM HOMEPE;

[aBawn cBon HoOMep MOBUILHOIO TenedgoHa TONbKO NMOASAM, KOTOPbIX Tbl 3HaELUb U



KOMY [oBepsieLlb;

Bluetooth gomxeH 6bITb BbIKMOYEH, KOrAa Thl UM HE Nonb3yelbes. He 3abbiBan
WHOrAa NpoBepsiTb 3TO.

Online vrpsbl

CoBpeMeHHble OHMavH-Urpbl - 9TO KpacoudHble, 3axBaTblBaloline pasBrieyeHus,
o0beauHALWME COTHU ThiCAY YernoBek No Bcemy mupy. Arpoku mnccnenyoT AaHHbIA UM
Mup, obwatoTcs Opyr C LPYroM, BbIMOMHAKT 3a4aHusi, CPaXalwTcs C MOHCTpaMu U
nony4aroT onbIT. 3a YAOBOMLCTBME OHW NMATAT: MOKYNAaKT AUCK, onnavymBaloT aboHEMEHT
nnu NnpnobpeTaroT Kakme-To Onumnu.

Bce aTu cpeactBa mayT Ha nogaepXaHue M pa3BUTME WUMPbl, @ Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbI aBTOPM3aLMKM, BbINYyCKAKTCA HOBblE MaT4yu
(undppoBble 3annaTku Anst NporpamMmm), 3aKpbIBaOTCA YS3BUMOCTU CEPBEPOB.

B nogo6HbIX urpax cTouT onacatbCs He CTOSNbKO CBOMX COMEPHUKOB, CKOMBbKO KpaXxmu
TBOEro Naposns, Ha KOTOPOM OCHOBaHa cucTeMa aBTopmsaunm 60nbLUIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTN CBOEro UrPOBOro akKayHTa:

1. Ecnn gpyron urpok Beget cebsi nnoxo unm co3gaeT Tebe HeENnpPUATHOCTY,
3abnoknpyn ero B CrUCKe UrPOKOB;

2. MNoxanynca agMMHUCTPaToOpam Urpbl Ha NSIOX0e NOBeAEHNE 3TOMo Urpoka,
XenatenbHO NMPUNOXUTb Kakne-To JoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasblBan nn4yHyr0 nHopmaumio B npocune urpsl; 4. Ysaxan
OpYyrnx y4acTHUKOB o urpe; 5. He yctaHaBnusan
HeoduumanbHble naTyn n moabl; 6. icnonb3yn CnoxHele u
pasHble naponu;

7. [laxxe BO BpeMsa Urpbl HE CTOUT OTKITOMaTb aHTUBUPYC. [1oka Tbl urpaeLlb, TBOM
KOMMNbOTEP MOTryT 3apa3unTb.

PULNHT K Kpaxa NNYHBbIX AaHHbIX

OGbIyHOM Kpaxen OeHer U OOKYMEHTOB CEerofHsa YXe HWKOro He yauBWULLb, HO C
pasBUTUEM WHTEPHET-TEXHOSOMMA  3MOYMBbILUNEHHUKN MNEPEeEMECTUNIUCb B UHTEPHET, U
NpoAoImKaoT 3aHMMaTbCs "nobumbiM" genom.

Tak nosiBUNacb HoBas yrposa: WUHTEPHET-MOLUEeHHMYecTBa unu uwunHr, [MnasHas
uenb KOTOPOro COCTOWUT B MOSTyYEHUU KOHMPMAEHUManbHbIX AaHHbIX MOrb3oBaTenen -
nornHoB n naponen. Ha aHrnmunckom fasbike phishing ynMtaetca kak dpuwmHr (ot fishing -
pblbHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegn 3a cBouM akkayHTOM. Ecnv Tbl nogospeBaellb, YTO TBOSA aHkeTa bbina
B3rlOMaHa, To Heobxoanmo 3abnokMpoBaTb €€ N COObLWNTL agMUHNCTpaTopam pecypca 06
3TOM KaK MOXHO CKOpee;



2. cnonb3yn 6e3onacHble Be6-canThbl, B TOM YMChe, MHTEPHET-MarasmHoOB U
NMOWNCKOBBIX CUCTEM;

3. Vcnonb3yn cnoxHble n pasHble naponu. Taknm obpasom, ecnu Tebs Banomatot, 10
3I0YMBbILLUIIEHHUKN MoMy4aT AOCTYN TOMbKO K OOHOMY TBOEMY MpOdUIo B CETU, a He KO
BCEM;

4. Ecnu Tebs Banomanu, T0 Heobxoaumo npenynpeanTb BCEX CBOMX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebs B Apy3bsX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro
nmeHn byaeTt paccbinaTbCsa Cnam U CCbINKU Ha OULLNHIOBbLIE CaNThI;

5. YctaHoBuTe HagexHbi naponb (PIN) Ha MoOBUnbHbIN TenedgoH; 6.
OTknto4m coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan dpannbl U gpyrue BIOXKEHUsS B NMUCbMaXx, JaXe ecnn OHU NpuLu ot

TBOMX Apy3en. Jlydwe yTouHN Y HUX, OTNPaBNAnu nn oHn Tebe atn cdannsbl.
LUndposaga penytaums

LndpoBasa penytauusa - 370 HeraTMBHas WMNU NO3UTUBHAS MHGOPMaUUS B CETU O
Tebe. KomnpomeTupyowasa nHpopmaums, pasmelleHHas B UHTEPHETE, MOXET Cepbe3HbIM
obpa3om OTpasnTbCs Ha TBOeW peanbHoOM XusHu. "Lincposasa penytauma" - 310 TBOWM
UMUK, KOTOPbIN hopMmpyeTcsa U3 Hopmauum o Tebe B MHTEPHETE.

TBOE MecTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE NOMOXEHNe, OCOBEHHOCTH
XapakTtepa n pacckasbl 0 6rm3Kkux - Bce 9TO HakannmBaeTcs B CETU.

MHorne nogpoCTKM NErkoOMbICIIEHHO OTHOCATCA K NyOnvkaunm M4yHon nHopmaumm
B VIHTepHEeTEe, HE NOHMMAas BO3MOXHbIX NOCNeACcTBUN. Tbl gaxe He

CMOXeLlb JoragaTtbCsi O TOM, YTO (poTorpacdums, pasmelieHHas 5 net Hasag, ctana
NPUYMHON OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapuun, pasmelleHne TBoux dootorpadum un gpyrme LOENCTBUA MOTyT He
MCYE3HYTb Adaxe Mnocre Toro, Kak Tbl UX yaanuTb. Tbl HE 3HaAellb, KTO COXpaHum 3Ty
MHopMauuto, nonana fnvM oHa B NMOUCKOBbIE CUCTEMbI U COXpaHUIacb NN OHa, a rMaBHoe:
4TO nogymarwT O Tebe Ookpyxawwue Mo, KoTopble HanmgyT M yBuUAAT 3T0. Hantu
MHpopMaLMI0O MHOMO NET CNyCTs CMOXET nobon - Kak n3 aobpbix NobyxaeHun, Tak n ¢
HaMmepeHneM NPUYMHUTL Bped. ITO MOXET ObITb KTO YrOAHO.

OcHoBHbIe cOBETbI MO 3alunTe LMGPOBON penyTauuu:

1. Moayman, npexae 4yem 4To-To NybnmkoBaTb M NnepenasaTtb y cebs B 6nore nnn B
coumnanbHoOm ceTu;

2. B HacTpomnkax npoduna yCcTaHOBM OrpaHUYeHNsA Ha NPOCMOTP TBOEro npoduna u
€ro Colep>XxMmoro, caenan ero Tonbko "onsa apysen”;

3. He pasmelan n He ykasbiBan MHOPMaLMIO, KOTOpast MOXET KOro-nnbo
ocKopbnaTb nnm obuxatb.

AsTopckoe npaBo CoBpeMEHHbIE LUKONMbHUKN - aKTUBHbIE



nonb3oBartenu
Horo
npoctpaHcTBa. OgHAKO Aaneko He Bce 3HAKOT, YTO MNONb30BaHME MHOTMMW BO3MOXHOCTSIMM
LUMdpoBoro Mnpa TpedyeT cobMnoaeHNs NpaB Ha UHTENNEKTYyanbHY0 COGCTBEHHOCTD.

TepMuH "nHTENNekTyanbHass cOB6CTBEHHOCTL" OTHOCUTCA K PasfMyHbiM TBOPEHUAM
4YenoBeYEeCKOro Yyma, HauMHasi C HOBbIX W300peTeHMrn n 3HakoB, OBO3HaYarLNX
COBCTBEHHOCTb Ha MNpPOAYKTbl M YCNyrM, W 3akaH4MBas KHuramu, doTorpadumsamu,
KMHOOMIbMaMn 1 My3blKaribHbIMU NPOU3BEOEHUAMM.

ABTOpCKME npaBa - 3TO nNpaBa Ha WHTENNEeKTyanbHyld COOBCTBEHHOCTb Ha
npousBedeHnsa Hayku, nuTepaTtypbl U UCKycCTBa. ABTOPCKME Npasa BbICTYyNatT B Ka4ecTBe
rapaHTUU TOro, YTO WHTENNEKTyasbHbIN/TBOPYECKUA Tpyn aBTopa He OydeT HanpacHbIM,
AacT emy crpaBednvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbratax CBOero Tpyaa,
nonyYnTb W3BECTHOCTb W npu3HaHue. HukTto 6e3 paspelleHna aBTopa He MOXeT
BOCMPOM3BOAUTL €ro nNpousBedeHne, pacnpocTpaHATb, Ny6rnvMyHO AEeMOHCTPUPOBaTS,
npogasartb, MMMOPTMPOBATD, nyckaTb B npokar, nyGénuyHo NCMOSHATD,
nokasblBaTb/MCMONHATL B 3¢hmpe unu pasmeltats B HTepHeTe.

HMe "numpartckoro" nporpaMMHOro obecnevyeHuss MOXEeT MPUBECTU K

MHOMMM puUCKaM: OT MOTEPU [AaHHbIX K TBOMM akkayHTam [0 OrnOKMpPOBKM CBOEro
YCTPOWCTBA, Qe YCTaHOBMNEeHa HeneranbHaa nporpamma. He ctout Takke 3abbiBatb, YTO
CYLLIeCTBYIOT neranbHble 1 6ecnnartHble NporpaMmmbl, KOTOPbIE MOXHO HAWTWN B CETU.

O noptane

CeTeBMYOK.pdd - TBOW [MNaBHbIA COBETYMK B CETU. 30€Cb Tbl MOXELWb y3HaTb O
Ge3onacHOCTM B CETU TMOHATHbIM M OOCTYMNHbIM A3bIKOM, a nNpU BO3HUKHOBEHWUU
KPUTUYECKON CUTyaLmm obpaTuTbCs 3a COBETOM. A TaKKe NPUHATL y4acTue B KOHKypcax U
cTaTb cCaMbIM LINPPOBbLIM rpaxxgaHUHOM!



